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Context

Differential privacy provides formal guarantees against information leakage in machine learning, but intro-
duces a privacy-utility trade-off traditionally viewed as a constraint on achievable utility. However, this
perspective neglects a key feedback effect: if users perceive the privacy guarantees as insufficient, they may
opt out of data collection entirely or even perturb their inputs, possibly adversarially, to protect their privacy,
thereby modifying the training distribution itself.

The expression performative privacy [8] was coined to describe active resistance to data collection due
to data misuse, for instance people wearing large hoodies to escape public surveillance. While this notion
has not yet been studied from a mathematical point of view, both performative learning and adversarial
robustness provide natural frameworks to analyze such feedback effects.

This PhD project lies at the intersection of Differential Privacy, Performative Learning, and Adversarial
Attacks. We briefly review these three topics below and discuss how they relate to each other.

Differential Privacy [2] mathematically quantifies the worst-case information leakage about a single
entity in a dataset through its influence on the algorithm’s outputs, thus providing protection against all
attacks. More precisely, an algorithm A is differentially private if, for all pairs of datasets D ∼ D′ differing
by a single participant, and every subset S ⊂ Z, the following inequality holds:

P(A(D) ∈ S) ≤ exp(ε)P(A(D′) ∈ S) + δ.
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Differential privacy is already used in deployment, for instance by Apple, Google, LinkedIn, the US Census,
and Wikimedia, and it enables private statistics and private machine learning [3].

Performative Learning [7] addresses distribution changes induced by model deployment, aiming to min-
imize

PR(θ) = E
Z∼D(θ)

ℓ(Z; θ).

Unlike classical machine learning, where D is fixed, here the data distribution depends on the same parameter
θ that defines the predictor. Finding a performatively optimal solution therefore requires accounting for the
model’s influence on the data distribution. Typical examples include loan applications or hiring, where
applicants may modify their features to increase their probability of being classified in the positive class.
This problem has also been studied through regret minimization [5].

Adversarial Attacks [9, 4] are imperceptible perturbations added to input data that induce high loss.
The adversarial risk is traditionally defined as

AR(θ) = E
Z∼D

[
sup

Z′:d(Z′,Z)≤ϵ

ℓ(Z ′; θ)

]
.

Defenses include adversarial training [6], which minimizes this worst-case risk, and certified methods [1],
which provide provable robustness guarantees. Adversarial attacks can be seen as a form of performative
feedback, where users modify their input to maximize their loss.

Scientific Objectives

The objective of this PhD is to build a mathematical framework for learning under privacy-sensitive feed-
back, where the privacy guarantees of the deployed system influence user participation and user-generated
perturbations.

More specifically, the project aims to:
- define a model in which the privacy level of a learning algorithm affects whether users participate, opt
out, or perturb their data;

- analyze the resulting distribution shift within a performative learning framework;
- study the existence and the properties of the equilibria induced by this feedback loop;
- compare the long-term utility of systems with different privacy guarantees;
- identify conditions under which stronger privacy guarantees improve both participation and overall per-
formance.

Non-discrimination, openness, and transparency All PR[AI]RIE-PSAI partners are committed to
supporting and promoting equality, diversity, and inclusion within their communities. We encourage appli-
cations from candidates with diverse backgrounds, who will be selected through an open and transparent
recruitment process.
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